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Summary

This paper provides an overview of Decentralised Peer-to-Peer Cross-Blockchain
Information Exchange (DP2PCBIE) and its significance in the realm of blockchain
interoperability. By investigating the interoperability challenges in decentralised finance
(DeFi) protocols, this research aims to provide crucial insights that can inform and enhance
the European Commission’s Rolling Plan for ICT Standardisation, fostering greater
harmonisation and innovation in the digital economy. This research delves into the various
facets and methods of DP2PCBIE, exploring the five facets of interoperability and different
interoperability techniques. Architectural considerations, strengths, weaknesses, and current
standards initiatives are discussed, highlighting both the advantages and challenges of
DP2PCBIE implementation. The document also examines existing standards bodies, industry
groups, cross-chain bridges, and solutions for P2P information exchange, some of which are
blockchain aware and some which are not. Lessons learned from past projects including
security issues, regulatory compliance strategies, collaboration models, and interoperability
challenges are analysed. The paper concludes with a summary of findings, recommendations
for stakeholders, and future directions for research and development in the field of
decentralised peer-to-peer blockchain interoperability, along with an outline of the proposed
next steps in the workstream of the author.
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Introduction

This research endeavour delves into the intricate realm of decentralised cross blockchain data
exchange protocols, with a focused exploration on the challenges surrounding
interoperability, within decentralised finance (DeFi) and beyond. By shedding light on these
complexities, the study anticipates several significant impacts on the European Commission’s
Rolling Plan for ICT Standardisation. Firstly, it is poised to offer actionable insights that can
directly inform policy-making processes within the Commission, guiding the development of
standardised frameworks tailored to the unique needs of blockchain interoperability.
Secondly, through rigorous analysis and informed recommendations, the research has the
potential to catalyse collaborative efforts among stakeholders, fostering a culture of
cooperation and alignment towards common standards and protocols that represent European
values. Lastly, the publication of this research holds the promise of sparking innovation
within the digital economy by providing a solid foundation for the development of
interoperable solutions, thereby bolstering market efficiency, consumer trust, and ultimately,
driving sustainable economic growth.

Peer-to-Peer (P2P) networks play a crucial role in supporting decentralised communication
and resource sharing, particularly within the context of blockchain ledger systems. Unlike
traditional client-server architectures, P2P networks enable direct interaction between
participants, known as peers, without the need for central coordination. This decentralised
model fosters a dynamic environment where tasks are distributed among multiple nodes,
promoting scalability and fault tolerance within blockchain-ledger-based systems.

P2P networks exhibit various architectural paradigms, each with distinct characteristics.
Centralised P2P networks, exemplified by early file-sharing systems like Napster, rely on a
central server to facilitate connections and maintain resource indices. In contrast,
Decentralised P2P (DP2P) networks, such as BitTorrent, allow peers to communicate directly,
with no central hierarchy, meaning there are no coordinating servers or super-node
requirements. DP2P networks enhance resilience and reduce dependency on central points of
control. Lastly, hybrid P2P networks combine elements of both centralised and decentralised
architectures to optimise performance and resource discovery within them. For the rest of this
study we will focus exclusively on DP2P networks in the context of blockchain systems.

Critical features of DP2P networks, including scalability, resilience, efficiency, and privacy,
are especially relevant in the context of blockchain ledger systems. These networks can scale
with the addition of new peers, leveraging distributed resources to enhance transaction
processing and validation. Decentralised architectures make P2P networks resilient against
single points of failure, ensuring continued operation even in the face of node failures or
attacks. Furthermore, DP2P networks may efficiently utilise resources by distributing
workloads among peers, reducing latency and improving transaction throughput within
blockchain-ledger-based applications. Additionally, direct peer-to-peer communication in
P2P networks offers increased privacy and, in some cases, anonymity, ensuring secure data
exchange within blockchain ecosystems.

This paper delves into the intricacies of data exchange among DP2P nodes within
heterogeneous blockchain environments. For instance, within the Bitcoin network, nodes
operate under the Bitcoin protocol and engage in the Bitcoin gossip network, a naive peer
sharing protocol. This network facilitates node discovery and the propagation of transactions



and blocks. Similarly, the Ethereum network comprises nodes running the Ethereum protocol
and utilising the Ethereum DevP2P stack, formerly known as the Whisper protocol. This
modified Kademlia Distributed Hash Table (DHT) enables node discovery and information
exchange. Despite their functionalities, these networks remain entirely separate, with no
interchange of information between them. Notably, they are even siloed from their respective
blockchain scripting capabilities, namely Bitcoin script and Ethereum smart contracts.

In this exploration, we scrutinise the mechanisms through which decentralised peer-to-peer
blockchain nodes from diverse blockchain networks share information, with a keen focus on
ongoing standardisation efforts and industry-established solutions that have emerged as de
facto standards in contemporary practice.

Commencing with an elucidation of Decentralised Peer-to-Peer Cross-Blockchain
Information Exchange, we proceed to dissect the infrastructure supporting such exchanges.
We delineate and discern the constituents of Decentralised Peer-to-Peer Cross-Blockchain
Information Exchange Infrastructures, evaluating the strengths and weaknesses of their
technical architecture. Additionally, we assess extant interoperability standards initiatives and
prevalent industry practices. From this examination, we conduct a gap analysis, contrasting
the current state of affairs with an envisioned ideal scenario. Conclusively, we encapsulate
our findings, offer recommendations tailored to practitioners and standards-setting bodies,
and outline the future trajectory of this research to delineate forthcoming deliverables within
this workstream.

Overview

Decentralised Peer-to-Peer Cross-Blockchain Information Exchange

Decentralised peer-to-peer cross-blockchain information exchange (DP2PCBIE) within
blockchain ecosystems represents a paradigm shift in the way data is shared and transactions
are conducted. At its core, this model emphasises the non-custodial nature of transactions,
where users retain full control over their assets throughout the exchange process. Unlike
traditional custodial services, which involve intermediaries holding users' funds,
decentralised peer-to-peer exchanges enable direct asset transfers between participants,
eliminating the need for trusted third parties and reducing counterparty risk.

Decentralisation lies at the heart of peer-to-peer cross-blockchain information exchange, with
nodes distributed across a network of interconnected peers. Each node serves as an
independent entity, contributing to the network's operation and resilience. This decentralised
architecture enhances network robustness, as there is no single point of failure susceptible to
disruption or manipulation. Additionally, decentralisation promotes censorship resistance,
ensuring that transactions and information exchange remain unaffected by external
interference or control.

The direct nature of peer-to-peer exchange fosters greater autonomy and transparency among
participants in transactions. Participants engage directly with one another, negotiating terms
and executing exchanges without reliance on centralised exchanges or clearinghouses. This
peer-to-peer interaction enhances privacy, as sensitive transaction details remain confined to
the involved parties, mitigating the risk of data breaches or unauthorised access.



One of the key advantages of decentralised peer-to-peer cross-blockchain information
exchange over traditional information sharing is the permanent record offered by
blockchains. Transactions are recorded on immutable ledgers, providing an auditable trail of
all activities conducted within the network. This transparency and accountability foster trust
among participants, as they can verify the integrity of transactions and ensure compliance
with predefined rules and protocols. Moreover, the permanence of blockchain records
eliminates the risk of data tampering or manipulation, enhancing the reliability and security
of cross-blockchain information exchange.

Decentralised peer-to-peer cross-blockchain information exchange revolutionises the way
data is shared and transactions are executed. By prioritising non-custodial transactions, direct
peer-to-peer interaction, decentralisation of nodes, and the permanent record offered by
blockchains, this model promotes autonomy, transparency, and security, paving the way for a
more inclusive and resilient financial infrastructure.

Importance and Relevance of DP2PCBIE

The proliferation of blockchain systems has given rise to a diverse array of blockchains,
supporting thousands of cryptocurrencies and facilitating various financial transactions.
Decentralised exchanges, such as automated market makers, have recorded substantial
volumes, reflecting the growing trend of blockchain adoption within the financial sector.

Decentralised peer-to-peer cross-blockchain information exchange holds paramount
importance and relevance within the ecosystem of public permissionless blockchains,
particularly in the context of widely adopted platforms like Bitcoin and Ethereum, which
boast substantial market capitalization and Total Value Locked (TVL). These blockchains
serve as the bedrock of the decentralised finance (DeFi) and cryptocurrency landscape,
underpinning a myriad of financial applications, smart contracts, and decentralised
autonomous organisations (DAOs). Given their prominence and widespread adoption, the
seamless exchange of information and assets across these networks is essential for fostering
interoperability, liquidity, and innovation within the broader blockchain ecosystem.

In DeFi, where smart contracts facilitate a wide variety of financial services such as lending,
borrowing, and decentralised exchange (DEX), cross-blockchain information exchange plays
a pivotal role in enabling composability and interoperability between different protocols and
assets. For instance, interoperability solutions that bridge Bitcoin and Ethereum networks
allow users to leverage Bitcoin's liquidity and security while accessing Ethereum-based DeFi
applications, unlocking new avenues for capital efficiency and cross-chain asset utilisation.
Similarly, cross-blockchain information exchange facilitates the creation of wrapped assets,
synthetic derivatives, and cross-chain liquidity pools, enabling seamless asset transfers and
value exchange across disparate blockchain networks. As the DeFi ecosystem continues to
expand and innovate, decentralised peer-to-peer cross-blockchain information exchange
becomes increasingly indispensable, driving collaboration, liquidity aggregation, and
financial inclusion across the decentralised financial landscape.

Initiatives such as central bank digital currencies (CBDCs) and DeFi applications have
garnered attention from both centralised and decentralised entities and have led to widespread
adoption of blockchain based services and assets. Despite this, challenges persist in
seamlessly connecting and integrating disparate blockchains. Achieving interoperability
among blockchains holds significant utility and importance, enabling communication and
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asset exchange across systems, enhancing innovation in the market, enabling specialisation
and synergistic development, and ultimately providing greater market liquidity to end-users.
Some obvious use cases that would benefit from standardised DP2PCBIE include digital
identity, supply chain integration, healthcare portability and international settlement across
CBDCs. The realisation of mass blockchain adoption hinges upon the ability to leverage the
capabilities of other systems in a cohesive and unified manner, paving the way for a truly
interconnected and interoperable blockchain ecosystem.

DP2PCBIE Facets and Methods

Introduction to the Five Facets of Interoperability

In the realm of blockchain interoperability, the International Organization for Standardization
(ISO) Technical Committee 307 Working Group 7 (TC307 WG7) has outlined five
fundamental facets that underpin the seamless exchange of data and assets across disparate
blockchain networks. These facets serve as a comprehensive framework for addressing the
complexities and challenges associated with achieving interoperability within blockchain
ecosystems.

The Transport facet focuses on the communication protocols and mechanisms used to
facilitate the exchange of data and assets between different blockchain networks. This facet
encompasses the protocols, standards, and technologies that govern the transmission and
reception of information, ensuring efficient and reliable communication across heterogeneous
systems.

The Syntactic facet, also known as data interoperability, pertains to the compatibility of data
formats and structures between different blockchain networks. It involves standardising the
syntax and semantics of data representations to enable seamless interpretation and processing
by diverse systems. Data interoperability ensures that information exchanged between
blockchains is accurately understood and utilised, regardless of the underlying network
architecture or technology stack.

The Semantic data facet delves into the meaning and interpretation of data exchanged
between blockchain networks. It focuses on establishing common semantics and ontologies to
facilitate mutual understanding and interoperability among disparate systems. By
standardising data semantics, the semantic data facet enables accurate interpretation and
inference of information across heterogeneous blockchain networks, promoting effective
communication and collaboration.

The Behavioural facet encompasses the operational behaviours and interactions exhibited by
blockchain networks during data exchange. It addresses the protocols, processes, and
workflows governing how transactions are initiated, validated, and processed across different
systems. By standardising behavioural patterns and interactions, the behavioural facet ensures
consistency and predictability in the execution of transactions, enhancing interoperability and
reliability within blockchain ecosystems.

The Policy facet focuses on the governance frameworks and regulatory considerations that
govern blockchain interoperability. It encompasses the policies, rules, and agreements that
dictate how data and assets are exchanged between blockchain networks, ensuring
compliance with legal and regulatory requirements. The policy facet plays a crucial role in



establishing trust, accountability, and transparency in cross-blockchain transactions,
mitigating risks and promoting regulatory compliance across diverse jurisdictions.

These five facets of interoperability form the cornerstone of ISO TC307 WG7's limited effort
to address the multifaceted challenges of achieving seamless communication and
collaboration between blockchain networks. By comprehensively addressing the technical,
semantic, behavioural, and regulatory aspects of interoperability, these facets provide a
holistic framework for fostering interoperability and unlocking the full potential of
blockchain technology.

Introduction to Interoperability Techniques

Interoperability solutions in blockchain ecosystems often necessitate varying degrees of trust
in third parties to facilitate seamless asset transfer between different networks. From
decentralised protocols to trusted intermediaries, these solutions leverage diverse mechanisms
to achieve interoperability while balancing security, decentralisation, and user control.

The ideal technique involves native interoperability. These solutions are integrated directly
into the design and architecture of blockchain networks, allowing for seamless
communication and asset transfer between interconnected chains. These solutions leverage
built-in protocols, consensus mechanisms, and smart contract functionality to enable
interoperability without relying on external tools or services.

A second technique is to use blockchain routers. These act as intermediaries between
different blockchain networks, facilitating communication and asset transfer by routing
transactions between compatible chains. These routers utilise specialised algorithms and
routing protocols to identify the most efficient path for data exchange, optimising
interoperability across disparate blockchain ecosystems.

A third technique is side chains. Parallel blockchain networks that operate alongside the main
chain, allowing for the transfer of assets between different chains through two-way pegging
mechanisms. Side chains enable scalable and customizable solutions by offloading
transaction processing from the main chain while maintaining interoperability through
pegging mechanisms that ensure asset transferability.

Remora chains are specialised side chains that serve as attachment points for external assets,
enabling seamless integration of off-chain assets into blockchain ecosystems. These chains
utilise pegging mechanisms to anchor external assets to on-chain representations, facilitating
interoperability and asset transferability across heterogeneous networks.

Drive chains are innovative interoperability solutions that enable asset transfer between
different blockchain networks through a decentralised and trustless mechanism. These chains
employ specialised protocols and consensus mechanisms to ensure secure and reliable asset
transfer while maintaining decentralisation and censorship resistance. BIP-300 and BIP-301
describe a drivechain standard that could be implemented in the Bitcoin network in the
future.

A fourth technique involves bridges. These are decentralised protocols or smart contracts that
facilitate asset transfer between different blockchain networks by acting as connectors or
gateways. These bridges utilise cryptographic techniques and trustless protocols to ensure
secure and transparent asset transfer while preserving interoperability across disparate chains.



The most well known bridging technique involves the Hashed Time-Locked Contract
(HTLC). HTLC swaps are trustless atomic swap protocols that enable peer-to-peer asset
exchange between different blockchain networks. These swaps utilise time-locked smart
contracts and cryptographic hashes to ensure that asset transfers occur simultaneously and
securely, without the need for intermediaries or trusted third parties.

Another bridging method is to use relay peg-in, peg-out mechanisms to enable the transfer of
assets between different blockchain networks by anchoring assets to on-chain representations
through relay mechanisms. These mechanisms ensure interoperability and asset
transferability while maintaining security and decentralisation across interconnected chains.

The fifth and least technically attractive method for interoperability involves the use of
trusted third parties. Entities or organisations that act as intermediaries or custodians that
facilitate asset transfer between different blockchain networks. These parties provide escrow
services, custody solutions, or clearinghouse functionalities to ensure secure and reliable
asset transfer while mitigating counterparty risk and ensuring compliance with regulatory
requirements.

One such example is notaries. These are decentralised entities or nodes that validate and
attest to the legitimacy of asset transfers between different blockchain networks. These
entities utilise cryptographic signatures and consensus mechanisms to verify the integrity and
authenticity of transactions, ensuring trust and reliability in cross-chain asset transfer.

Another trusted third party method commonly used in interoperability are Oracles. These are
specialised smart contracts or decentralised protocols that provide real-world data and
information to blockchain networks, enabling smart contracts to interact with external
systems and trigger actions based on external events. These oracles facilitate interoperability
by bridging the gap between blockchain networks and external data sources, enabling
seamless integration and interaction.

There are also trust-based bridges that are interoperability solutions that rely on trusted
entities or authorities to facilitate asset transfer between different blockchain networks. These
bridges utilise trust models and governance mechanisms to ensure secure and reliable asset
transfer while maintaining interoperability and compatibility across interconnected chains.

Trust based bridges commonly use Federations to decentralise the trusted third parties. A
federation is a decentralised governance model where multiple independent entities or nodes
collaborate to manage and operate interoperability solutions between different blockchain
networks. These federated models ensure decentralisation and resilience while enabling
seamless asset transfer and interoperability across heterogeneous chains.

Some trust based bridges use Merged consensus mechanisms. These integrate multiple
blockchain networks into a unified consensus protocol, enabling seamless interoperability
and asset transfer between interconnected chains. These mechanisms utilise cross-chain
validation and coordination to ensure secure and reliable asset transfer while preserving
decentralisation and censorship resistance.

Lastly, and least attractive of the trust based bridges are custodial relay services. These are
intermediaries that facilitate asset transfer between different blockchain networks by holding
assets in custody and facilitating their transfer on behalf of users. These services provide



convenience and accessibility for users seeking to transfer assets between disparate chains,
albeit at the cost of relinquishing control over their assets to custodial providers.

Architectural Considerations

As blockchain systems have emerged as innovative solutions to address the trust deficiencies
and limitations of traditional information exchange systems, the reality of a multi-chain
environment has become more prominent. Decentralised peer-to-peer (P2P) cross-blockchain
information exchange has emerged as a complex and necessary interoperability challenge for
these new systems . Enabling decentralised systems that leverage blockchain technology and
P2P networking principles for direct and trustless exchange of data and assets across
disparate blockchain networks has revealed many issues, some of which have cost many
millions of dollars in lost or stolen value.

While traditional information exchange systems rely on centralised intermediaries and legacy
infrastructure, decentralised P2P cross-blockchain systems offer unique strengths such as
increased security, transparency, and autonomy. However, they also present challenges
including scalability constraints, interoperability issues, and regulatory uncertainties. In this
analysis, we explore the strengths and weaknesses of decentralised P2P cross-blockchain
information exchange systems in comparison to traditional systems, shedding light on the
opportunities and obstacles in the evolving landscape of information exchange.

Strengths

Decentralisation

Decentralisation is a core strength of decentralised P2P cross-blockchain information
exchange systems, as they operate without a central authority or intermediary controlling the
flow of data and assets. This distributed architecture ensures that no single point of failure
exists, enhancing resilience and fault tolerance. Moreover, decentralisation promotes
censorship resistance and eliminates the risk of data manipulation or tampering by any single
entity, fostering a trustless environment for information exchange.

Enhanced Security

Decentralised P2P cross-blockchain information exchange systems offer enhanced security
compared to traditional systems by leveraging cryptographic techniques and consensus
mechanisms inherent in blockchain technology. Transactions are cryptographically secured
and transparently recorded on the blockchain, making them immutable and resistant to
unauthorised alterations or fraud. Additionally, the decentralised nature of these systems
reduces the risk of targeted attacks or data breaches, as there is no central repository
vulnerable to exploitation.

Improved Transparency

One of the key strengths of decentralised P2P cross-blockchain information exchange
systems is their ability to provide unprecedented transparency throughout the data exchange
process. Every transaction is recorded on the blockchain in a transparent and auditable
manner, enabling participants to verify the integrity and authenticity of data without relying
on intermediaries. This transparency fosters trust among participants and enhances
accountability, as all stakeholders have access to the same information.
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Reduced Intermediaries

Decentralised P2P cross-blockchain information exchange systems eliminate the need for
traditional intermediaries such as banks, clearinghouses, or centralised platforms, thereby
reducing transaction costs and friction. By enabling direct peer-to-peer interaction, these
systems streamline the exchange process and eliminate unnecessary layers of intermediation,
resulting in faster, more efficient, and cost-effective transactions.

Enhanced Data Integrity

Decentralised P2P cross-blockchain information exchange systems ensure enhanced data
integrity by leveraging blockchain's immutable ledger technology. Each transaction is
cryptographically linked to previous transactions, creating an irreversible chain of data that
cannot be altered retroactively. This ensures the integrity and accuracy of data exchanged
across blockchain networks, reducing the risk of data corruption, manipulation, or
unauthorised modifications.

Interoperability Standards

Interoperability standards are essential for ensuring seamless communication and asset
transfer between different blockchain networks in decentralised P2P cross-blockchain
information exchange systems. By adhering to standardised protocols and formats, these
systems can overcome interoperability challenges and facilitate interoperable exchange of
data and assets across disparate networks. Standardisation promotes compatibility, scalability,
and adoption, laying the foundation for a more interconnected and interoperable blockchain
ecosystem.

Weaknesses

Scalability Issues

Scalability issues present a significant challenge for decentralised P2P cross-blockchain
information exchange systems, as blockchain networks may struggle to process a high
volume of transactions efficiently. The limited throughput and processing capacity of
blockchain networks can lead to congestion and delays, hindering the scalability and
widespread adoption of these systems. Addressing scalability requires innovative solutions
such as layer-two scaling solutions, sharding, or off-chain transaction processing to enhance
network throughput and performance.

Regulatory Challenges

Regulatory challenges pose obstacles to the adoption and growth of decentralised P2P
cross-blockchain information exchange systems, as regulatory frameworks governing
blockchain technology and digital assets vary widely across jurisdictions and are subject to
evolving regulations. Compliance with regulatory requirements such as anti-money
laundering (AML) and know-your-customer (KYC) regulations can be complex and
resource-intensive, particularly in decentralised environments where participants may operate
anonymously. Navigating regulatory uncertainties and ensuring compliance with applicable
laws and regulations is essential to fostering trust and legitimacy in these systems.
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Lack of Standardization

The lack of standardised protocols and formats for interoperability presents a significant
barrier to the seamless exchange of data and assets between different blockchain networks in
decentralised P2P cross-blockchain information exchange systems. The absence of
interoperability standards can result in fragmented ecosystems, interoperability challenges,
and vendor lock-in, inhibiting the scalability and adoption of these systems. Establishing
interoperability standards and frameworks is crucial for promoting compatibility,
interoperability, and seamless integration across disparate blockchain networks.

Complexity in Implementation

The complexity in implementing decentralised P2P cross-blockchain information exchange
systems can pose challenges for developers and organisations seeking to adopt these systems.
Designing and deploying interoperable solutions that ensure security, reliability, and usability
requires expertise in blockchain technology, cryptography, decentralised protocols, and
software engineering. Moreover, the emergence of bridge exploits as the number one
vulnerability in decentralised finance (DeFi) underscores the importance of addressing
security risks and vulnerabilities in implementation to mitigate potential exploits and attacks.

Potential for Data Privacy Concerns

The potential for data privacy concerns arises in decentralised P2P cross-blockchain
information exchange systems due to the transparent and immutable nature of blockchain
technology. While blockchain ensures the integrity and transparency of data exchanged
across networks, it also raises concerns about data privacy and confidentiality, particularly for
sensitive or personal information. Ensuring data privacy and compliance with data protection
regulations such as the General Data Protection Regulation (GDPR) requires robust
privacy-enhancing techniques such as zero-knowledge proofs, encryption, and data
anonymization to protect user privacy and confidentiality in decentralised environments.

Current Standards Initiatives and Practices

Standards Bodies

As the adoption of blockchain ecosystems continues to expand across diverse industries, the
need for standardised protocols and interoperability frameworks becomes increasingly
paramount. Various standardisation bodies, industry consortia, and academic institutions are
actively engaged in efforts to define and develop standards for decentralised P2P
cross-blockchain information exchange. This overview aims to provide insights into the
current landscape of standardisation efforts, examining the initiatives, challenges, and
advancements shaping the interoperability of blockchain networks for seamless data
exchange and collaboration.

Various standards bodies, including the International Organization for Standardization (ISO),
the National Institute of Standards and Technology (NIST), and others, have published basic
overviews of blockchain technology, terminology definitions, and other peripheral
information, it is important to note that our focus remains solely on decentralised peer-to-peer
(P2P) cross-blockchain information exchange. While these introductory materials provide
valuable background and context for understanding blockchain technology, our discussion
delves specifically into the interoperability challenges and solutions related to decentralised
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P2P cross-blockchain information exchange. As such, we aim to explore standards, protocols,
and initiatives directly relevant to facilitating seamless communication and collaboration
across disparate blockchain networks, rather than broader introductory topics within the
blockchain ecosystem.

ISO

ISO/TC 307, dedicated to blockchain and distributed ledger technologies, has been actively
engaged in standardisation efforts to address various aspects of interoperability and
governance within the blockchain ecosystem. Among the published standards, ISO/TR
3242:2022, ISO/TR 6039:2023, and ISO/TR 6277:2024 stand out as they focus on
identifying use cases, defining identifiers of subjects and objects, and outlining data flow
models for blockchain and DLT use cases, respectively. These standards provide essential
frameworks and guidelines for designing and implementing interoperable blockchain
systems, ensuring seamless communication and data exchange across diverse platforms and
applications.

ISO/TC 307 has developed standards such as ISO/TR 23249:2022 and ISO/TR 23644:2023,
which offer insights into existing DLT systems for identity management and provide an
overview of trust anchors for DLT-based identity management, respectively. These standards
play a crucial role in establishing trust and security mechanisms within blockchain networks,
essential for fostering interoperability and ensuring the integrity of identity-related data.

ISO/TC 307's efforts also extend to security management, governance, and smart contract
taxonomy. Standards like ISO/TR 23244:2020, ISO/TR 23576:2020, and ISO/TS 23635:2022
focus on privacy protection, security management of digital asset custodians, and guidelines
for governance, respectively. These standards contribute to the establishment of robust
security and governance frameworks, vital for promoting trust and reliability in blockchain
ecosystems.

ISO/TC 307 has initiated work on standards like ISO/CD TS 23516, aimed at developing an
interoperability framework for blockchain and distributed ledger technology. This standard
holds significant promise for addressing interoperability challenges and facilitating seamless
integration and communication between different blockchain systems.

Working Group 7 (ISO/TC 307 WG7) is developing an interoperability standard that outlines
the five facets of interoperability in the context of blockchain systems and presents an
ontology of system components and architectures for interoperability. Their work includes an
inventory of considerations and architectures for interoperability with blockchain systems in
the wider sense, including interoperability with traditional IT systems and non-blockchain
based data processing systems. Their standard effort is currently in the working draft (WD)
stage and the author of this paper is a contributing member of ISO/TC 307 and its WG7.

Overall, ISO/TC 307's comprehensive standardisation efforts underscore its commitment to
advancing interoperability, security, and governance in the blockchain domain. These
standards serve as valuable resources for stakeholders seeking to leverage blockchain
technologies effectively while ensuring compatibility, security, and compliance with
established best practices and guidelines.

13



In addition to this, many blockchain standards from ISO and other organisations draw upon
the ISO/IEC 22123:2023 standard for Cloud Computing with respect to vocabulary and
concepts.

IEEE

IEEE has been at the forefront of blockchain standardisation efforts, recognizing the critical
role that standards play in driving the development and adoption of blockchain technologies.
Under the umbrella of the IEEE Standards Association (IEEE SA), various initiatives have
been undertaken to standardise blockchain-related practices across multiple industry sectors.
The IEEE Blockchain Technical Community collaborates closely with IEEE SA to advance
these standardisation efforts.

Among the plethora of published standards, several are specifically relevant to
interoperability in blockchain systems. Notable among these standards are IEEE 3203-2023,
focusing on Blockchain Interoperability Naming Protocol, IEEE 3204-2023, which addresses
Blockchain Interoperability through the Cross-Chain Transaction Consistency Protocol and
IEEE standard 3205-2023 Standard for Blockchain Interoperability Data Authentication and
Communication Protocol. These standards aim to establish frameworks and protocols that
facilitate seamless communication and interaction between disparate blockchain networks,
overcoming interoperability challenges.

Orthogonal to these there is also IEEE 2418.2-2020 for the integration of blockchain
technology with Internet of Things (IoT) devices, facilitating trusted data exchange and
interaction within decentralised networks. By defining protocols and mechanisms for secure
communication and data transfer between IoT devices and blockchain platforms, IEEE
2418.2-2020 enhances the reliability and integrity of IoT data in cross-blockchain
environments, unlocking new opportunities for decentralised IoT applications and services.

Other standards under development also contribute to the interoperability landscape. For
instance, IEEE P3201 focuses on Blockchain Access Control, while IEEE P3208 delves into
the standardisation of Blockchain-based Digital Asset Exchange Models. These standards,
along with others in the pipeline, are poised to provide essential guidelines and frameworks
to enhance interoperability among blockchain systems.

Through these standardisation efforts, IEEE is actively shaping the future of blockchain
interoperability, fostering an ecosystem where different blockchain networks can effectively
communicate and collaborate. These standards not only facilitate technical interoperability
but also promote broader adoption and innovation in the blockchain space by establishing
common frameworks and protocols. As blockchain technology continues to evolve, IEEE's
commitment to standardisation remains instrumental in driving its widespread adoption and
ensuring its interoperability across diverse applications and platforms.

WEF

The World Economic Forum (WEF) has highlighted the critical importance of
interoperability in blockchain technology, emphasising its role in enabling seamless
interaction and data exchange across various blockchain platforms and systems.
Interoperability is essential for transitioning from siloed approaches to integrated value
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chains, allowing users to trust that the information they see is consistent across different
systems.

Starting with the publication of the white paper titled “Inclusive Deployment of Blockchain
for Supply Chains: Part 6 — A Framework for Blockchain Interoperability” in April 2020, the
WEF has expanded their effort into an online publication covering more general
interoperability within its scope.

The WEF's publication addresses fundamental concepts of blockchain interoperability,
including the exchange of assets and data between different blockchain platforms. It
emphasises the need for interoperability to address challenges in industries such as supply
chain, finance, food safety, and insurance, where blockchain technology holds significant
potential but faces obstacles to widespread adoption.

To achieve interoperability, the publication discusses various technical and non-technical
requirements across three layers: business, platform, and infrastructure. These requirements
include governance models, data standardisation, legal frameworks, consensus mechanisms,
smart contracts, authentication, and authorization mechanisms.

The publication also explores different types of interoperability, such as digital asset
exchange and exchanging arbitrary data, each with its considerations and challenges. It
introduces three approaches to achieving blockchain interoperability: cross-authentication,
oracles, and API gateways, highlighting their pros and cons and their suitability for different
use cases.

The publication provides guidance for organisations in selecting the right interoperability
approach based on their business context and the types of systems they need to connect with.
It offers a checklist to help structure efforts in clarifying interoperability requirements across
the business, platform, and infrastructure layers.

Overall, the WEF's publication underscores the complex nature of blockchain interoperability
and the importance of addressing both technical and non-technical challenges to realise the
full potential of blockchain technology across various industries.

NIST

The National Institute of Standards and Technology (NIST) has been actively researching
blockchain technologies and their potential applications across various sectors. Their efforts
focus on understanding the technology involved, developing guidelines, and exploring new
approaches to enhance distributed ledger technology.

NIST's blockchain standards efforts encompass various initiatives aimed at understanding,
improving, and applying blockchain technology. While not explicitly focused solely on
interoperability, these efforts contribute to the broader goal of fostering standardised
approaches and enhancing the capabilities of blockchain systems, which indirectly support
interoperability endeavours within the blockchain ecosystem, although NIST has not
published specific guidance or standards for achieving interoperability in blockchain
ecosystems.
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ETSI and EC

European Telecommunications Standards Institute (ETSI) Blockchain Group: ETSI's
Blockchain Group works on defining standards and specifications for blockchain
technologies. Their efforts include considerations for interoperability across different
blockchain networks, touching upon aspects such as data exchange formats, semantic
interoperability, and policy frameworks.

In particular ETSI has published ETSI GR PDL 006 V1.1.1 (2022-08) on Permissioned
Distributed Ledger (PDL); Inter-Ledger interoperability. ~ This standard addresses
communication between different permissioned blockchains. The standard aligns with the
definition of interoperability according to ISO/IEC 17788:2014 (withdrawn and replaced by
ISO/IEC 22123:2023), which refers to "the ability of two or more systems or applications to
exchange information and mutually use the exchanged information."

The European Commission (EC) adopted the first version of the European Interoperability
Framework (EIF) in 2010. This framework emphasises openness, information management,
data portability, interoperability governance, and integrated service delivery. The National
Interoperability Framework Observatory (NIFO) produces various documents with
recommendations for policymakers, researchers, and business stakeholders, focusing on
digital government and interoperability across Europe, although these are not blockchain
specific.

Lastly, the European Blockchain Partnership (EBP) has established the European Blockchain
Services Infrastructure (EBSI), with inter-ledger interoperability being a key element for
scalable business and connecting networks for cross-border communications. Currently,
several use cases are being applied on top of EBSI, one of which relates to trusted data
sharing. This underscores the importance of prioritising interoperability within the
deployment of the European Digital Single Market.

IDSA

International Data Spaces Association is an initiative focused on creating a secure and
sovereign data ecosystem for industry sectors. Work done by the IDSA addresses
interoperability challenges through a framework that encompasses technical, semantic, and
organisational aspects, aligning with the facets identified by ISO TC307 WG7, although the
work is not blockchain specific.

Other National Efforts

The British Standards Institution (BSI) works on blockchain standards for supply chains to
ensure interoperability and efficiency.

The Standardization Administration of China (SAC) and the China Electronic
Standardization Institute (CESI) are developing blockchain standards on smart contracts,
privacy, and deposits to guide the development of the blockchain industry in China.

The Blockchain Services Network (BSN) is a Chinese backed initiative similar to EBSI. BSN
aims to be a global infrastructure network facilitating the deployment and operation of
various blockchain applications across clouds, portals, and frameworks. Its primary goal is to
reduce the high costs associated with developing and deploying blockchain applications by
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providing accessible public blockchain resource environments to developers who will access
it as Blockchain as a Service (BaaS) platforms. BSN functions as an information
infrastructure, enabling users to lease shared resources as needed, thereby reducing costs
associated with building and maintaining blockchain operating environments. The network's
framework allows developers to publish unlimited applications with different sets of peer
nodes, fostering innovation and accelerating the widespread adoption of blockchain
technology. Overall, BSN parallels the development pattern of the internet, and hopes to
serve as the "internet of blockchains."

Academia

Academic Reviews and Research Papers: Several academic studies and research papers delve
into the facets of interoperability in blockchain ecosystems, exploring topics such as data
interoperability, semantic compatibility, behavioural consistency, and policy alignment. These
reviews contribute valuable insights into the challenges and opportunities for achieving
interoperability in decentralised systems.

Industry Groups

Various industry groups are actively engaged in developing guidelines and standards to
promote interoperability in the blockchain space. The Blockchain Industrial Alliance (BIA)
aims to establish a globally accepted standard for connecting blockchains, facilitating
cross-blockchain transactions and fostering innovation. Similarly, the Blockchain in
Transport Alliance (BiTA) focuses on creating a common framework and standards for
participants in transportation, logistics, and supply chains to build blockchain applications.
The Belt and Road Initiative Blockchain Alliance (BRIBA) leverages blockchain technology
to drive the development of the Belt and Road Initiative by establishing standards and
frameworks. The Digital Container Shipping Association (DCSA) aims to enable
interoperability in the container shipping industry through digitalization and standardisation
efforts. The Enterprise Ethereum Alliance (EEA) develops open blockchain specifications to
drive harmonisation and interoperability for businesses and consumers globally. GSI
develops and maintains global standards for business communications, including barcodes.
Lastly, the Mobility Open Blockchain Initiative (MOBI) defines open standards for the
automotive industry to adopt and implement blockchain solutions at scale.

Industry Practices

Standards efforts within the blockchain industry are part of a larger, dynamic ecosystem that
involves practical application and constant innovation. Far from being theoretical constructs,
these standards are often developed in response to real-world needs for secure and efficient
cross-blockchain communication.

The evolution of these cross-blockchain solutions is driven by the need to overcome the
siloed nature of early blockchain systems. Initially, blockchains operated as closed
ecosystems with their own rules and processes, which made interoperability between
different platforms a significant challenge. To address this, developers and industry consortia
have created solutions that enable different blockchains to interact with each other, allowing
for a seamless exchange of data and assets. This has enabled a variety of blockchain networks
to share information and transact in a decentralised and secure manner.
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Several of these protocols have achieved a high degree of adoption and are now fully
operational within production environments. This means they are not just pilot projects or in
a testing phase but are actively being used by businesses and individuals for real transactions.
In many cases, these systems are robust, have been thoroughly tested, and are considered
stable and reliable for everyday use.

Total Value Locked (TVL) is a metric commonly used in the decentralised finance (DeFi)
sector to measure the total amount of assets that are currently being staked, lent, or otherwise
used in a particular blockchain protocol or platform. The billions of dollars in TVL indicates
that a substantial amount of capital is being deployed within these cross-blockchain solutions,
reflecting both their utility and the confidence that users place in them. Below is an overview
of the most notable cross-blockchain information exchange solutions and protocols.

Cross-Chain Bridges

Cross-chain bridges are protocols or mechanisms that enable the transfer of digital assets or
data between different blockchain networks. Essentially, they act as connectors between
disparate blockchain ecosystems, allowing users to move tokens or information from one
blockchain to another. These bridges play a crucial role in achieving interoperability in the
blockchain space by facilitating seamless communication and interaction between various
blockchain platforms. They enable functionalities such as decentralised exchanges, asset
transfers, and interoperable applications, ultimately fostering greater connectivity and
flexibility in the blockchain ecosystem.

Most bridges are single purpose solutions for moving tokens from their native blockchain to
another blockchain. Bridges are notoriously difficult to secure and the wide variety of players
means that many different techniques are currently being tested in the wild. To date, over
$2.5 billion in assets was stolen from token bridge exploits, pointing to significant flaws in
the system. Common vulnerabilities included social engineering attacks on custodians,
compromised private keys, and smart contract bugs. To address these issues, multiple security
measures must be employed, such as combining bridge standards, including multi-sig and
federation or committee approaches, Zero Knowledge (ZK) cryptography, and optimistic
transaction verification.

One approach to address these vulnerabilities is to adopt a multi-layered security strategy that
combines different bridge standards and techniques. For instance, integrating features like
multi-signature (multi-sig) authorization and federation or committee-based governance can
enhance security by requiring multiple parties to authenticate transactions. Multi-sig
mechanisms distribute control over asset transfers among several custodians, reducing the
risk of single points of failure and preventing unauthorised access to funds. Similarly,
employing Zero Knowledge (ZK) cryptography can bolster privacy and security by enabling
transactions to be validated without revealing sensitive information, such as private keys or
transaction details.

Moreover, implementing optimistic transaction verification protocols can provide an
additional layer of security by allowing transactions to be initially processed without
immediate validation, thereby expediting transaction throughput while minimising the risk of
erroneous or malicious transactions. However, these transactions are subject to subsequent
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and thorough verification and validation, ensuring the integrity and correctness of the
transaction history.

While this approach accelerates transaction throughput, it introduces a potential risk of
erroneous or malicious transactions slipping through the initial processing stage. To mitigate
this risk and ensure the integrity and correctness of the transaction history, optimistic
transaction verification protocols subject transactions to subsequent validation and
verification steps. During this phase, transactions are thoroughly examined and verified
against predefined criteria and consensus mechanisms.

By subjecting transactions to subsequent verification and validation, the protocol effectively
acts as a safeguard against erroneous or malicious transactions that may have bypassed initial
processing. This post-execution validation process enables the detection and rectification of
any discrepancies or irregularities in the transaction history, thereby preserving the integrity
of the blockchain ledger. By leveraging consensus mechanisms and cryptographic
techniques, such as digital signatures and hash functions, the protocol ensures that only valid
and authorised transactions are ultimately included in the blockchain, further enhancing the
security and reliability of the transaction history.

In essence, optimistic transaction verification protocols strike a balance between transaction
speed and security by deferring validation while expediting transaction throughput, and
subsequently subjecting transactions to rigorous verification and validation processes to
maintain the integrity and correctness of the transaction history.

In addition to these technical measures, establishing robust governance frameworks and
compliance protocols is crucial for mitigating security risks and ensuring regulatory
compliance. By implementing transparent and accountable governance structures, bridge
operators can foster trust among users and stakeholders while effectively managing risks
associated with custodianship and transaction processing. Integrating comprehensive
auditing and monitoring mechanisms can enable real-time detection and response to security
threats, helping to prevent and mitigate potential breaches before they escalate.

Overall, addressing the security challenges associated with token bridges requires a holistic
approach that combines technical innovations with robust governance and compliance
measures. By adopting a multi-layered security strategy and leveraging advanced
cryptographic techniques, bridge operators can enhance the resilience and integrity of their
systems while safeguarding users' assets and privacy in the evolving landscape of
decentralised finance (DeFi) and cross-blockchain interoperability.

However, implementing multiple bridge standards poses challenges, and the security of
bridges ultimately depends on the consensus mechanisms of the connected networks.
Fortifying bridges through innovative security measures will be crucial for securely accessing
the multi-chain world of cryptocurrencies.

Despite these challenges, the bridges retain significant TVL in 2024. However, most of the
bridged side chains present no real novel use case for cryptocurrencies and are competing
solely based on technical features, performance and transaction cost. Examination of the
various bridges brings to perspective the false decentralisation, unregulated custodianship and
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casino-like nature of the alt-coin ecosystem. Until these issues are resolved, it will be best to
let the evolution of these technologies run their course upon which a standard will emerge.

Chainlink

The Chainlink Cross-Chain Interoperability Protocol (CCIP) aims to be a foundational
component of the Web3 ecosystem for seamless communication between different
blockchains. Its goal is to simplify cross-chain interactions for decentralised applications
(dApps) and Web3 entrepreneurs by providing a single interface for transferring data, tokens,
or both across chains securely. CCIP supports arbitrary messaging, token transfers, and
programmable token transfers, empowering developers to orchestrate complex multi-chain
tasks efficiently. Chainlink claims to employ security by design in the CCIP which
incorporates features like a Risk Management Network and decentralised oracle computation
to mitigate risks associated with cross-chain interoperability. CCIP is designed to facilitate
various use cases such as cross-chain lending, low-cost transaction computation, optimising
cross-chain yield, and creating innovative dApps by leveraging the strengths of different
blockchain ecosystems. Chainlink claims that rigorous auditing and configurable
functionalities ensure that CCIP will deliver enhanced developer experience and risk
management for seamless blockchain interoperability.

Across Protocol

Across Protocol aims to deliver rapid, secure, and cost-effective bridging services across
various blockchains, prioritising speed and security for efficient asset transfers. The Across
Protocol is an interoperability solution powered by intents, offering fast and cost-effective
cross-chain asset transfers without compromising security. Unlike traditional
message-passing protocols, Across employs an intents-based architecture, where users
specify desired outcomes instead of execution paths. This approach involves a decentralised
network of relayers who quickly fulfil user orders, ensuring efficient interoperability. User
funds are escrowed until the protocol verifies successful completion of the intent, providing a
secure settlement mechanism. Across' architecture consists of three layers: a Request for
Quote Mechanism, a Network of Competitive Relayers, and a Settlement Layer. These layers
enable the Across Protocol to offer products such as the Across Bridge, Across+, and Across
Settlement, catering to end-users and developers seeking seamless cross-chain interactions.

Stargate

Stargate represents a fully composable cross-chain bridge enabling direct transfer of native
assets between different blockchains without wrapped tokens. Stargate's token bridge
facilitates transfers across various EVM-compatible blockchains, boasting a user-friendly
interface and transparent cost estimates. Its liquidity pools and governance token incentives
contribute to its popularity, reflected in its substantial TVL of $318 million. Despite its
strengths, users should exercise caution regarding liquidity risks associated with bridging
activities.

Arbitrum Bridge

Arbitrum Bridge streamlines asset transfers from the Ethereum mainnet to the Arbitrum
network, executing transactions off-chain in a secure and trustless manner. As the preferred
bridge for Ethereum to Arbitrum transfers, Arbitrum Bridge offers reduced transaction fees
and seamless integration with Ethereum's ecosystem. Its rollup mechanism consolidates
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multiple transactions into a single Ethereum transaction, enhancing efficiency. While it excels
in bridging between Ethereum and Arbitrum, its limitation to specific networks poses a
challenge for users seeking broader interoperability.

The Hop

The Hop protocol offers a scalable rollup-to-rollup general token bridge for swift and secure
transactions across different networks. Specialising in Ethereum layer 2 transfers, Hop
Protocol ensures near-instantaneous token movement across supported layer 2 solutions. Its
non-custodial framework prioritises user security and decentralisation. While its focus on
Ethereum layer 2s enhances efficiency, users may encounter limitations due to its narrow
scope compared to bridges supporting a broader range of blockchains.

Polygon PoS

The Polygon PoS Bridge offers a layer-2 scaling solution for Ethereum, facilitating asset
transfers between Ethereum and Polygon networks to enhance interoperability.

zkSync Era

The zkSync Era Bridge operates as a Layer 2 scaling solution for Ethereum, utilising ZK
rollups to enable scalable and cost-effective transactions while maintaining Ethereum's
security standards.

Portal / Wormbhole

Portal by Wormhole streamlines information and asset transfer across blockchains, boosting
blockchain interoperability. Leveraging the Wormhole protocol, Portal Token Bridge supports
a wide range of blockchains, including lesser-known ecosystems like Sui and Sei, in addition
to mainstream networks like Ethereum and Solana. Its NFT bridge adds value for users
interested in transferring NFTs across chains. Portal Token Bridge's comprehensive support
for diverse blockchains makes it an attractive choice for users with multi-chain activities. The
Wormhole Bridge serves as a versatile connection among major blockchains like Ethereum,
Solana, and Binance Smart Chain, supporting various cryptocurrencies and NFTs, enhancing
multi-chain interactions.

Squid

Squid, backed by Axelar, operates as a decentralised network linking blockchains for
seamless asset transfer across diverse ecosystems. Squid is designed so that developers can
construct one-click cross-chain swaps and transactions spanning various chains. Squid
provides a comprehensive toolkit, including a Javascript SDK, API, and frontend widget,
facilitating developers in seamlessly integrating cross-chain capabilities into their
applications. Squid supports cross-chain staking, NFT acquisitions, and payments. With its
user-friendly interface, users can execute token swaps between any two chains with a simple
click, streamlining the process for enhanced accessibility and convenience.

Allbridge

Offering solutions for stablecoin transfers and general token bridging, Allbridge caters to
users with diverse needs. Allbridge Core targets stablecoin transfers between EVM and
non-EVM platforms, filling a crucial gap in the market. Meanwhile, Allbridge Classic
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provides a comprehensive bridging tool supporting a wide array of blockchains. However, its
liquidity may pose limitations for users with significant bridging requirements.

Meson

Meson specialises in stablecoins and select tokens, offering swift, cost-effective, and secure
cross-chain swaps. Meson Protocol offers a rapid and secure solution for executing low-cost,
zero-slippage cross-chain swaps across major blockchains and layer-2 rollups. At launch,
Meson was operational on 16 chains, including Ethereum, BNB Chain, Tron, and Avalanche,
as well as layer-2 rollups like Arbitrum and Optimism. Meson targets layer-2 rollups and
non-EVM chains as well. By employing innovative technology stacks, Meson achieves fast
swap finality and reduces costs, resulting in the lowest fees on the market. The protocol is
open to liquidity providers, offering competitive yields and prioritising security through
rigorous audits and code reviews.

Optimism

Optimism Gateway streamlines asset transfer between Ethereum mainnet and the Optimism
network to minimise fees and transaction times. The Optimism Protocol offers the Standard
Bridge, a token bridging system facilitating easy transfers of ETH and most ERC-20 tokens
between Ethereum and Optimism (OP) Mainnet. Transfers from Ethereum to OP Mainnet
through the Standard Bridge typically complete within 1-3 minutes, while transfers from OP
Mainnet to Ethereum take 7 days due to a withdrawal challenge period. The Standard Bridge
is permissionless and supports standard ERC-20 tokens, excluding fee on transfer and
rebasing tokens to prevent accounting errors. It operates by converting native tokens into
bridged representations, utilising a "lock-and-mint" mechanism. The bridging process
involves user approval, token locking, message sending, minting, and verification steps. The
Standard Bridge architecture comprises two contracts: L1StandardBridge on Ethereum and
L2StandardBridge on OP Mainnet, which communicate via the CrossDomainMessenger
system. Bridged tokens must implement the IOptimismMintableERC20 interface to be used
with the Standard Bridge. The protocol also supports bridging of ETH and provides tutorials
and a Superchain Token List for users and developers.

Celer cBridge

Celer cBridge facilitates rapid and cost-effective asset transfers across multiple blockchains
with efficiency and support for major networks. Developed by Celer Network, cBridge offers
extensive support for bridging assets across 40 different blockchain networks. Powered by
the Celer State Guardian Network, it ensures robust security and non-custodial handling of
transactions. While its wide blockchain compatibility is a significant strength, users may face
complexities due to the vast array of supported networks.

Connext

Based on xCall technology, Connext specialises in bridging assets across EVM-based
blockchains and layer 2s. Its focus on interoperability and token standardisation enhances
accessibility for developers and users alike. However, users should be mindful of liquidity
constraints when considering large-scale bridging activities.
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Synapse

Synapse operates as a cross-chain liquidity network focusing on interoperability and liquidity
for effortless transactions across various blockchains. Synapse Protocol stands out as a
versatile token bridging solution facilitating communication between diverse blockchains,
supporting not only token transfers but also NFTs and smart contract calls. Its strength lies in
its broad compatibility with various blockchains, including EVM and non-EVM chains, and
integration with layer 2 solutions like Optimism and Arbitrum. Synapse employs a unique
bridging mechanism, ensuring high liquidity and enabling cross-chain staking and yield
farming opportunities. However, its popularity may attract security risks, as evidenced by its
significant TVL of $107 million.

Other Bridges

The Core Avalanche Bridge establishes a connection between Ethereum and the Avalanche
network, prioritising speed and minimal transaction costs.

Rhino.fi, previously known as DeversiFi, provides a decentralised finance platform with a
bridge service for interacting with DeFi protocols and assets across diverse blockchains.

The xDai Bridge facilitates asset transfer between Ethereum mainnet and the xDai chain,
highlighting stablecoin transfers and minimal costs.

The Base Bridge streamlines transfers between Ethereum and Base, ensuring secure and
low-cost ERC-20 token transfers.

DLN, powered by deBridge, enhances cross-chain interoperability and liquidity transfer
across multiple blockchains within the decentralised finance ecosystem.

Symbiosis serves as a cross-chain Automated Market Maker Decentralised Exchange
integrating liquidity from various networks for seamless asset swapping across Layer 1 and
Layer 2 blockchains.

Cross-Chain Information Exchange Solutions

Socket.Tech

Socket is an interoperability protocol designed for secure and efficient data and asset
transfers across different blockchain networks. Unlike traditional bridges or cross-chain
applications, Socket serves as infrastructure that enables developers to easily build such
functionalities into their applications. The protocol consists of two main components: Socket
Liquidity Layer (SocketLL) and Socket Data Layer (SocketDL). SocketLL facilitates
efficient asset transfer by unifying liquidity across bridges and decentralised exchanges
(DEXs), allowing funds to be routed based on user preferences such as fees, speed, or
security. On the other hand, SocketDL enables secure data transfer by connecting smart
contracts across various chains, enabling them to perform read and write operations on each
other. The protocol aims to empower developers to optimise for their specific use cases and
objectives by offering flexibility and choice in interoperability solutions.

Inter-Blockchain Communication Protocol

The Inter-Blockchain Communication Protocol (IBC) developed by Cosmos operates at two
layers: the transport layer (TAO) and the application layer. The transport layer handles secure
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connections and authentication of data packets, while the application layer defines how
packets are packaged and interpreted. IBC provides a reliable and permissionless
infrastructure for relaying data packets, while allowing for composability and modularity at
the application layer. The protocol includes categories such as IBC/TAO for infrastructure
and IBC/APP for application handlers like token transfers and interchain accounts. Chains
rely on relayers to communicate, which are off-chain processes responsible for relaying data
between chains. Multiple relayers can serve one or more channels, and each side of the
connection uses the other chain's light client to verify incoming messages efficiently.

Polkadot

The Polkadot Protocol is a replicated sharded state machine designed to address scalability
and interoperability issues among blockchains. It consists of parachains (shards) and a relay
chain ensuring global consensus. The protocol is divided into two parts: the Polkadot
Runtime, which handles state transition logic and is upgradable without hard forks, and the
Polkadot Host, providing necessary functionality for the Runtime. The goal is to minimise
manual software updates by allowing most changes through Runtime updates, while the Host
remains stable throughout the protocol's lifetime.

Peer Mountain

Peer Mountain is a cross chain messaging ecosystem built on three components: the client,
the service provider and the trust provider. The system uses a Kademlia style DHT along with
XMPP message queuing to ensure decentralised messaging and data access across
blockchains. The Peerchain Protocol enables cross-chain compatibility, allowing Peer
Mountain users to communicate and transmit digital assets across different blockchains.
Digital signatures remain legally binding across instances, ensuring efficient and transparent
transactions. Peer Mountain's innovative approach addresses latency issues by deploying
Peerchains that operate harmoniously, each focusing on a specific aspect of trust. Instances
can be deployed by service providers in regulated industries, providing transparency and
portability of attestations across instances. Peer Mountain's Peerchain protocol, architecture,
and system design are safeguarded by the European Patent filing 17195509.9, filed in 2017
and granted in 2019. It should be noted that the author is the inventor of the Peerchain
protocol and subsequent patent.

tbDEX

Similar to Peer Mountain, tbDEX operates on a three party system of users, liquidity
providers and trust providers. tbDEX is an open-source liquidity and trust protocol designed
to facilitate frictionless global commerce and financial access. It allows participants to
securely validate counterparty identity, trust, and compliance with relevant regulations.
Operating on Web5 infrastructure, tbDEX utilises decentralised technologies like
Decentralised Identifiers (DIDs) and Verifiable Credentials (VCs).

In response to legacy payment system inefficiencies, tbDEX offers a solution for seamless
online financial services and smooth transitions between fiat and digital currencies. Acting as
a messaging protocol, tbDEX enables decentralised value transfer, fostering portability and
interoperability across currencies and nationalities.
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Notably, tbDEX encourages competition among financial institutions by providing open
access to traditional financial services, driving down transaction fees. By integrating into one
protocol, tbDEX streamlines access for wallet applications, making it transformative for
smaller companies seeking to connect with multiple financial institutions.

tbDEX works as a messaging service facilitating trust establishment and liquidity access. It
involves three main actors: Wallet Applications, PFIs (Participating Financial Institutions),
and VC Issuers (Verifiable Credential Issuers). These actors exchange messages to negotiate
and execute transactions using tbDEX's message types like Request for Quote (RFQ), Quote,
Order, Order Status, and Close.

Interledger

The Interledger Protocol (ILP), developed by Ripple Labs, addresses complexities in global
payments by providing an open and neutral protocol for transferring money, akin to the
Internet's TCP/IP protocol. ILPv4, the latest version, simplifies the protocol for routing large
volumes of low-value transactions, known as "penny switching." It can integrate with any
ledger type and higher-level protocols, facilitating various features like quoting and chunked
payments.

ILP operates like the internet, with connectors routing money packets across interconnected
nodes. It's a request/response protocol, where transactions are split into multiple ILP packets,
each containing private ledger transaction information. ILP is decentralised, not tied to any
single entity, network, or currency, promoting interoperability in digital financial services.

Interledger ensures secure, multi-hop payments using Hashed Timelock Agreements,
allowing for faster messaging and clearing compared to traditional financial systems.
Settlement occurs outside the protocol, enabling ILP to achieve efficient payment processing.

Handshake

Handshake is a pioneering decentralised naming protocol that challenges the dominance of
centralised Certificate Authorities and naming systems on the internet. It operates as a
permissionless network where every participant validates and manages the root DNS naming
zone, fostering a peer-to-peer system validated by the network's participants. The project
aims to address the vulnerabilities associated with centralised actors controlling naming
systems, which are susceptible to hacking, censorship, and corruption. By experimenting with
new approaches to internet security and resilience, Handshake explores innovative methods
to build a more decentralised internet. Over the years, internet services have gravitated
towards centralization, deviating from the original decentralised vision. However, Handshake
endeavours to reverse this trend by offering a platform that mitigates spam, griefing, and
sybil attacks, thereby reducing the reliance on trusted centralised entities.

Handshake operates on a proof-of-work blockchain forked from Bitcoin. While Handshake is
not specifically designed for DP2PCBIE, it offers key functionality for naming and certificate
management that may play a fundamental role in future DP2PCBIE architectures. As the
project continues to evolve, Handshake holds the potential to contribute significantly to the
development of robust decentralised peer-to-peer cross-blockchain information exchange
(DP2PCBIE) solutions, offering enhanced security, resilience, and social utility to internet
users.
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DAT Ecosystem

The DAT Ecosystem comprises several projects focused on data exchange and decentralised
features. Agregore serves as a browser for the distributed web, enabling peer-to-peer data
sharing using protocols like BitTorrent and IPFS. Ahau (I am) is a Whanau (Tribal) Data
Platform designed for whanau-based communities to preserve and share information securely
in a self-sovereign manner. Ara emphasises content ownership and decentralisation, offering
a platform where all content is owned and rewarded between peers. Cabal is an experimental
P2P community chat platform eliminating the need for servers and operating locally with
each community identified by a secret key. DatDot facilitates peer-to-peer sharing of storage
space and data seeding to enhance data sovereignty and portability. DataShell provides a
Peer-to-Peer Prototyping Environment for Web Apps with User-Owned Data Vaults, enabling
users to prototype web apps with decentralised data storage. These projects collectively aim
to empower users with control over their data while promoting peer-to-peer interaction and
collaboration. While the DAT Ecosystem is focused on decentralised P2P information
exchange, it is not blockchain specific.

Zeronet

ZeroNet is a decentralised network for open, free, and uncensorable websites, leveraging
Bitcoin cryptography and the BitTorrent network. With ZeroNet, websites are distributed
directly to visitors without relying on central servers, ensuring uncensored access and
eliminating hosting costs. Users enjoy always-accessible content with no single point of
failure, and ZeroNet offers simplicity with no configuration needed - just download, unpack,
and start using it. ZeroNet supports decentralised domains using Namecoin cryptocurrency,
and user accounts are protected by robust cryptography. With fast page response times and
dynamic content updates, ZeroNet works seamlessly across all modern browsers on
Windows, Linux, or Mac platforms. Additionally, users can maintain anonymity by hiding
their IP address through the Tor network. ZeroNet is open-source and developed by the
community, promoting an ethos of open, free, and uncensored network communication.

Lessons Learned So Far

The lessons learned from decentralised peer-to-peer cross-blockchain information exchange
(DP2PCBIE) initiatives provide valuable insights into the challenges and opportunities of
blockchain interoperability. Key takeaways include the importance of addressing security
concerns, regulatory compliance, and scalability issues. Collaborative efforts among
blockchain networks are essential for effective interoperability, necessitating the
establishment of common standards and protocols. Additionally, user experience
enhancement and privacy protection measures are critical considerations for widespread
adoption. Despite progress in developing cross-chain bridges and information exchange
solutions, further research and development are needed to overcome existing gaps and
challenges in DP2PCBIE.

Security Issues

Security is a paramount concern in decentralised peer-to-peer cross-blockchain information
exchange (DP2PCBIE) systems, given the sensitive nature of the data and assets being
transferred across multiple blockchain networks. Several security issues have been identified
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in current DP2PCBIE systems, highlighting the need for robust security measures to protect
against potential threats.

One major security concern is the risk of custodianship abuse through hacking or rug pulls. In
DP2PCBIE systems, users may entrust their assets to smart contracts or decentralised
autonomous organisations (DAQOs) for transfer across blockchains. However, vulnerabilities
in smart contracts or DAOs can be exploited by malicious actors to steal or manipulate users'
assets, resulting in financial losses and reputational damage.

Another security issue is the lack of source code auditing or ineffective auditing practices.
Smart contracts and protocols used in DP2PCBIE systems are often open-source, allowing
developers to review the code for vulnerabilities. However, inadequate auditing or the
absence of independent third-party audits can result in overlooked vulnerabilities or
weaknesses, leaving systems susceptible to exploitation.

Improperly implemented cryptography is another security concern in DP2PCBIE systems.
Encryption algorithms and cryptographic protocols play a crucial role in securing sensitive
data and transactions. However, flawed implementations or outdated encryption standards
can compromise the confidentiality and integrity of data, exposing it to unauthorised access
or tampering.

Poor key management practices and the loss of private keys pose significant security risks in
DP2PCBIE systems. Private keys are used to authenticate users and authorise transactions on
blockchain networks. If private keys are lost, stolen, or compromised, users may lose access
to their assets or become victims of unauthorised transactions, leading to financial losses and
legal disputes.

Overall, addressing these security issues requires a holistic approach that combines technical
measures, such as code audits and cryptography best practices, with robust operational
procedures and user education initiatives. By implementing comprehensive security measures
and fostering a culture of security awareness, DP2PCBIE systems can mitigate the risks
posed by security threats and safeguard the integrity and confidentiality of data and assets
exchanged across blockchain networks.

Regulatory Compliance Strategies

Regulatory compliance is a critical aspect of decentralised peer-to-peer cross-blockchain
information exchange (DP2PCBIE) solutions, particularly as they involve the transfer of
assets and sensitive data across multiple blockchain networks. Despite the decentralised
nature of these solutions, developers and operators must navigate a complex regulatory
landscape to ensure compliance with relevant laws and regulations.

Regulatory compliance strategies within decentralised peer-to-peer cross-blockchain
information exchange (DP2PCBIE) solutions, notably token bridges, often exhibit a tendency
to either disregard regulations or feign ignorance regarding custody of assets that would
necessitate registration as a Virtual Asset Service Provider (VASP). Despite being operated
by corporate entities and individuals with full control over the smart contracts utilised in
DeFi, there's a prevalent avoidance of Know Your Customer (KYC) and Anti-Money
Laundering (AML) obligations in the DeFi community. This reluctance to adhere to
regulatory standards is compounded by the widespread practice of jurisdictional arbitrage,
wherein many companies are incorporated in offshore privacy jurisdictions offering minimal
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regulatory oversight. Consequently, these DP2PCBIE solutions operate in a regulatory grey
area, often bypassing compliance requirements and exploiting jurisdictional loopholes to
mitigate legal obligations and regulatory scrutiny.

For the more compliant practitioners, a common regulatory compliance strategy employed by
DP2PCBIE solutions is to adopt a proactive approach to regulatory oversight. This involves
conducting thorough legal and regulatory assessments to identify potential compliance risks
and requirements. By understanding the regulatory framework governing their operations,
DP2PCBIE solutions can develop compliance programs and policies tailored to mitigate
these risks and ensure adherence to applicable laws.

Another strategy is to implement robust know-your-customer (KYC) and anti-money
laundering (AML) procedures to prevent illicit activities such as money laundering and
terrorist financing. KYC/AML measures help verify the identities of users and monitor
transactions for suspicious behaviour, thereby reducing the risk of regulatory violations and
financial crime.

DP2PCBIE solution developers may engage with regulatory authorities and industry
stakeholders to seek guidance and clarification on regulatory requirements. By fostering open
communication and collaboration with regulators, developers and operators can gain insights
into evolving regulatory trends and ensure their compliance efforts remain aligned with
regulatory expectations.

However, it's important to note that regulatory compliance in the DP2PCBIE space can be
challenging due to the decentralised and cross-border nature of these solutions. Jurisdictional
issues and regulatory ambiguity may complicate compliance efforts, leading to regulatory
uncertainty and legal risks for developers and operators.

Some DP2PCBIE solutions may adopt a conservative approach to regulatory compliance,
erring on the side of caution to minimise legal exposure. This may involve restricting certain
functionalities or implementing additional safeguards to mitigate regulatory risks and ensure
compliance with applicable laws.

Overall, regulatory compliance is a complex and multifaceted aspect of DP2PCBIE solutions,
requiring careful consideration of legal requirements, industry standards, and regulatory
expectations. By implementing robust compliance strategies and engaging with regulators
and stakeholders, developers and operators can navigate the regulatory landscape effectively
and build trust with users and regulatory authorities alike.

Collaboration Models among Blockchain Networks

Collaboration among blockchain networks is crucial for achieving interoperability and
maximising the potential of decentralised technologies. Several collaboration models have
emerged to facilitate interaction and synergy between different blockchain networks.

In federated models, multiple independent blockchain networks come together to form a
federation. Each network retains its autonomy but agrees to interoperate and share resources.
Federated models often involve a consortium of organisations or enterprises that collaborate
on specific use cases or industries.

Interoperability protocols serve as bridges between disparate blockchain networks, enabling
seamless communication and data transfer. These protocols establish standards and interfaces
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for cross-chain transactions, allowing assets and information to flow between networks
securely and efficiently.

Some collaboration models focus on enabling direct communication and interaction between
different blockchain networks. Cross-chain communication protocols facilitate
interoperability by establishing channels for cross-network transactions and data exchange
without relying on intermediaries.

Layered collaboration models involve integrating multiple blockchain networks at different
layers of the technology stack. For example, one network may serve as a base layer for
storing immutable data, while another network provides smart contract functionality or
specialised services. By layering networks in this way, developers can leverage the strengths
of each network to create more robust and scalable decentralised applications.

Industry consortia and alliances bring together stakeholders from various blockchain
networks to collaborate on common goals, such as developing standards, promoting adoption,
or addressing regulatory challenges. These collaborative efforts enable participants to pool
resources, share knowledge, and drive innovation in the blockchain space.

Overall, collaboration models among blockchain networks are essential for building
interconnected ecosystems that unlock new possibilities for decentralised applications and
services. By working together, blockchain networks can overcome interoperability barriers,
expand their reach, and create value for users and stakeholders across the digital economy.

Gaps and Challenges

As decentralised peer-to-peer cross-blockchain information exchange (DP2PCBIE) solutions
continue to evolve, several significant gaps persist between current standards and practices
and the ideal scenario. These gaps span various critical areas, including interoperability
challenges, scalability limitations, regulatory compliance issues, privacy and data protection
concerns, and user experience shortcomings. Interoperability challenges arise due to the
diverse architectures and protocols of different blockchain networks, hindering seamless data
and asset transfer across multiple platforms. Scalability remains a persistent issue, as existing
solutions struggle to support the growing volume of transactions and users, leading to
network congestion and slower transaction processing times. Regulatory compliance poses
another hurdle, with DP2PCBIE solutions often grappling with ambiguous or conflicting
regulations, particularly regarding asset custody and Know Your Customer (KYC) and
Anti-Money Laundering (AML) obligations. Privacy and data protection also emerge as
significant concerns, with the potential for sensitive information exposure and inadequate
safeguards against unauthorised access or data breaches. Additionally, user experiences may
suffer from complexity and inefficiency, with cumbersome processes and fragmented
interfaces detracting from the overall usability and accessibility of DP2PCBIE solutions.
Addressing these gaps requires a concerted effort from stakeholders across the blockchain
ecosystem to develop standardised protocols, scalable infrastructure, robust regulatory
frameworks, privacy-enhancing technologies, and user-centric design principles to ensure the
seamless, secure, and user-friendly operation of DP2PCBIE solutions in the future.

Interoperability Challenges
Interoperability stands as the paramount challenge for decentralised peer-to-peer
cross-blockchain information exchange (DP2PCBIE) solutions. The diverse architectures,
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consensus mechanisms, and protocols of different blockchain networks create significant
barriers to seamless interoperability. One key challenge arises from the lack of standardised
communication protocols and data formats across disparate blockchain platforms. Without
uniform standards, achieving interoperability becomes complex, requiring custom integration
efforts for each blockchain network.

The inherent heterogeneity among blockchain networks presents additional interoperability
challenges. Each blockchain may employ unique smart contract languages, consensus
algorithms, or transaction models, further complicating cross-network communication and
data exchange. As a result, DP2PCBIE solutions must contend with the need to bridge these
technological disparities while ensuring data integrity and security.

Divergent governance structures and regulatory frameworks across blockchain networks pose
significant hurdles to interoperability. Varying compliance requirements, such as Know Your
Customer (KYC) and Anti-Money Laundering (AML) regulations, may hinder the seamless
transfer of assets and information between different networks. Additionally, jurisdictional
differences in data privacy laws and intellectual property rights further exacerbate
interoperability challenges, necessitating careful navigation of legal and regulatory
landscapes.

Interoperability challenges also extend to the integration of off-chain data with on-chain
transactions within DP2PCBIE solutions. While blockchain networks excel at securely
recording and verifying on-chain transactions, incorporating off-chain data sources, such as
real-world events or external databases, poses technical and security complexities. Ensuring
the integrity and reliability of off-chain data while maintaining consistency with on-chain
records requires robust data validation and authentication mechanisms.

Addressing these interoperability challenges requires collaborative efforts among
stakeholders in the blockchain ecosystem. Standardisation of communication protocols, data
formats, and interoperability frameworks can streamline cross-blockchain interactions and
foster seamless data exchange. Additionally, interoperability testing environments and
sandbox initiatives can provide valuable opportunities for developers to experiment with
interoperable solutions and identify best practices. Ultimately, overcoming interoperability
challenges is essential to realising the full potential of DP2PCBIE solutions and enabling
frictionless cross-blockchain information exchange on a global scale.

Scalability Solutions

Scalability poses a significant challenge for decentralised peer-to-peer cross-blockchain
information exchange (DP2PCBIE) solutions, particularly as blockchain networks continue to
grow in popularity and usage. As transaction volumes increase and network activity surges,
DP2PCBIE solutions must contend with the scalability limitations inherent in blockchain
technology.

One of the primary scalability challenges is the limited transaction throughput of many
blockchain networks. Traditional blockchains, such as Bitcoin and Ethereum, have finite
transaction processing capacities, often measured in transactions per second (TPS). As
demand for processing transactions exceeds network capacity, congestion occurs, leading to
delays, higher transaction fees, and degraded user experiences. DP2PCBIE solutions relying
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on these blockchain networks may face scalability bottlenecks, hindering their ability to
handle large volumes of cross-blockchain transactions efficiently.

Moreover, the replication of data across multiple blockchain nodes presents scalability
challenges, particularly in systems where every node must process and validate every
transaction. This replication model, while essential for ensuring data integrity and consensus,
can strain network resources and limit scalability, especially as blockchain networks grow
larger and more interconnected. As DP2PCBIE solutions span multiple blockchain networks,
ensuring consistent data replication and synchronisation across diverse ecosystems becomes
increasingly challenging.

Another scalability concern arises from the computational overhead associated with
executing smart contracts and decentralised applications (DApps) on blockchain networks.
Smart contract execution requires significant computational resources, and as transaction
volumes increase, so too does the demand for processing power and network bandwidth.
DP2PCBIE solutions leveraging smart contracts for cross-blockchain interactions may
encounter scalability limitations, particularly during periods of high network congestion or
rapid transaction growth.

Furthermore, interoperability solutions designed to facilitate cross-blockchain communication
and data exchange must scale effectively across multiple networks with varying architectures
and consensus mechanisms. Achieving seamless interoperability while preserving scalability
requires innovative approaches to protocol design, data optimization, and network resource
management.

Addressing scalability challenges in DP2PCBIE solutions necessitates a multi-faceted
approach, including the development of scalable blockchain infrastructures, optimization of
consensus algorithms, and implementation of off-chain scaling solutions such as layer 2
protocols and sidechains. Additionally, advancements in sharding techniques, off-chain
computation, and state channel technology hold promise for enhancing scalability in
DP2PCBIE solutions, enabling them to support growing transaction volumes and network
demands while maintaining performance and efficiency.

Regulatory Frameworks

Regulatory framework challenges present significant hurdles for decentralised peer-to-peer
cross-blockchain information exchange (DP2PCBIE) solutions, as the regulatory landscape
surrounding blockchain technology remains complex and rapidly evolving. One of the
primary challenges is the lack of clarity and consistency in regulatory frameworks governing
DP2PCBIE solutions, particularly regarding issues such as asset custody, financial
regulations, and data protection.

One notable ongoing regulatory effort is the Markets in Crypto-Assets Regulation (MiCA)
proposed by the European Commission. MiCA aims to establish a comprehensive regulatory
framework for crypto-assets and related services within the European Union, including
provisions for licensing, custody, and investor protection. While MiCA represents a
significant step towards regulatory clarity in the EU, its impact on DP2PCBIE solutions
remains uncertain, as the regulation is still in the proposal stage and subject to amendments
and revisions.
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Moreover, the global nature of blockchain technology introduces additional challenges, as
DP2PCBIE solutions operate across multiple jurisdictions with varying regulatory
environments. The lack of harmonisation between different regulatory regimes complicates
compliance efforts for DP2PCBIE providers, who must navigate a patchwork of regulations
and legal requirements when operating in multiple jurisdictions.

Another challenge is the regulatory uncertainty surrounding emerging technologies and
decentralised governance models inherent in DP2PCBIE solutions. Many lawmakers and
regulators lack a comprehensive understanding of blockchain technology and its implications,
leading to regulatory ambiguity and inconsistency in enforcement actions. As a result,
DP2PCBIE providers may face challenges in interpreting and complying with existing
regulations, further exacerbating regulatory compliance risks.

Additionally, the dynamic nature of the blockchain ecosystem poses challenges for regulatory
frameworks, as new technologies and business models continue to emerge at a rapid pace.
Regulators struggle to keep pace with technological advancements and often lag behind
industry developments, leading to outdated or ineffective regulations that may hinder
innovation and growth in the DP2PCBIE sector.

Addressing regulatory framework challenges requires collaboration between industry
stakeholders, regulators, and policymakers to develop clear and adaptable regulatory
frameworks that balance innovation with investor protection and market integrity. Education
and outreach efforts are also essential to improve regulators' understanding of blockchain
technology and its potential benefits and risks. By fostering dialogue and cooperation,
stakeholders can work towards creating a regulatory environment that supports the
responsible development and adoption of DP2PCBIE solutions while addressing regulatory
concerns and ensuring compliance with applicable laws and regulations.

A Special Note on the Regulatory Issues of Bridges

Custodial crypto-asset solutions pose significant regulatory risks primarily due to their
centralised nature and control over users' assets. In such solutions, users transfer ownership of
their assets to a third-party custodian, relinquishing direct control and custody. This setup
raises concerns regarding security, as custodians become prime targets for hacking and
cyberattacks, potentially resulting in the loss or theft of users' assets. Additionally, custodial
solutions introduce counterparty risk, as users rely on the custodian's integrity and operational
practices to safeguard their assets effectively.

Furthermore, the distinction between smart contracts holding assets and custodial
arrangements is crucial in understanding regulatory implications. Smart contracts are
self-executing agreements with predefined terms written in code, operating on blockchain
networks. While smart contracts can hold assets without the need for an intermediary, they
may include features such as contract administrators or special upgrade paths, allowing
specific parties to modify contract functions or access assets with their keys.

If a smart contract includes administrator privileges or upgrade mechanisms controlled by
third parties, these entities effectively have access to users' assets, akin to traditional
custodians. Consequently, such smart contracts should be treated as custodial or
semi-custodial arrangements from a regulatory perspective. This classification implies that
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blockchain bridge solutions utilising these smart contracts may fall under regulatory regimes
governing VASPs or frameworks like the MiCA in the European Union.

Under VASP or MiCA-style regulations, custodial or semi-custodial bridge solutions would
be subject to stringent compliance requirements, including KYC procedures, AML measures,
and reporting obligations. Additionally, regulatory oversight would extend to the governance
and operation of the smart contracts involved, ensuring transparency, accountability, and user
protection.

Overall, recognizing the regulatory risks associated with custodial arrangements and smart
contract functionalities is crucial for designing compliant and secure blockchain bridge
solutions, fostering trust and confidence among users and regulators alike.

Privacy and Data Protection Measures

Privacy and data protection present significant challenges for decentralised peer-to-peer
cross-blockchain information exchange (DP2PCBIE) solutions, particularly in light of
stringent regulations such as the European Union's General Data Protection Regulation
(GDPR) and the California Consumer Privacy Act (CCPA). These regulations impose strict
requirements on the collection, processing, and transfer of personal data, posing compliance
challenges for DP2PCBIE providers who handle sensitive information across blockchain
networks.

One of the primary challenges is ensuring compliance with GDPR requirements, which apply
to any organisation processing personal data of EU residents, regardless of the organisation's
location. DP2PCBIE solutions must implement robust privacy measures to protect user data
and ensure compliance with GDPR principles, such as data minimization, purpose limitation,
and data protection by design and default. However, the decentralised nature of blockchain
technology poses challenges for traditional GDPR compliance strategies, as data may be
replicated across multiple nodes on the network, making it difficult to control access and
ensure data protection.

Similarly, the California Consumer Privacy Act (CCPA) imposes stringent requirements on
businesses that collect, process, or sell personal information of California residents, including
requirements for transparency, user rights, and data security. DP2PCBIE providers must
comply with CCPA requirements when handling personal information of California residents,
which may require implementing additional privacy controls and disclosure mechanisms to
meet CCPA standards.

Privacy by design principles, which advocate for embedding privacy protections into the
design and architecture of systems from the outset, are essential for addressing privacy
challenges in DP2PCBIE solutions. By adopting privacy by design principles, DP2PCBIE
providers can integrate privacy-enhancing technologies, such as encryption,
pseudonymization, and decentralised identity management, into their systems to protect user
privacy and ensure compliance with privacy regulations.

Furthermore, DP2PCBIE solutions must navigate the tension between privacy and
transparency inherent in blockchain technology. While blockchain offers transparency and
immutability, it also poses privacy risks, as transaction data stored on the blockchain may be
visible to all participants. DP2PCBIE providers must strike a balance between transparency
and privacy, implementing mechanisms such as zero-knowledge proofs and
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privacy-preserving smart contracts to protect sensitive information while ensuring
transparency and integrity of transactions.

Overall, addressing privacy and data protection challenges in DP2PCBIE solutions requires a
multifaceted approach that combines technical measures, legal compliance efforts, and
privacy best practices. By prioritising user privacy and implementing robust privacy controls,
DP2PCBIE providers can build trust with users and regulators, ensuring compliance with
privacy regulations while enabling secure and transparent cross-blockchain information
exchange.

User Experience Enhancement

User experience (UX) challenges pose significant hurdles for decentralised peer-to-peer
cross-blockchain information exchange (DP2PCBIE) solutions, primarily due to the technical
complexity involved and the lack of user-friendly interfaces. Similar to the early days of the
internet, where navigating the web required a deep understanding of protocols and technical
knowledge of clients, DP2PCBIE solutions currently demand a similar level of expertise
from wusers. Interacting with cross-blockchain protocols often involves cumbersome
processes, such as managing multiple wallet addresses, understanding transaction formats,
and navigating complex decentralised applications (dApps).

Much like the early internet, where users had to manually configure network settings and use
command-line interfaces to access services, DP2PCBIE solutions currently lack the intuitive
and seamless user experiences expected by mainstream users. Users are often required to
interact with raw transaction data, manage private keys, and navigate decentralised exchanges
(DEXs) with complex trading interfaces. This technical barrier inhibits widespread adoption
and limits the accessibility of DP2PCBIE solutions to non-technical users.

However, the future of cross-blockchain solutions must evolve to deliver a more user-friendly
experience, akin to the transition from the early internet to modern web interfaces. Just as
sleek user interfaces and intuitive applications abstracted away the complexities of the
internet, DP2PCBIE solutions need to prioritise user-centric design and seamless integration
to enhance usability and accessibility.

For example, projects like MetaMask and Trust Wallet are making strides towards improving
the user experience by providing simple and intuitive interfaces for interacting with
blockchain networks and decentralised applications. These wallets abstract away the
technical complexities of blockchain interactions, allowing users to seamlessly manage their
digital assets and interact with dApps without needing to understand the underlying
protocols.

Additionally, platforms like Uniswap and PancakeSwap are streamlining the process of
decentralised trading by offering user-friendly interfaces that simplify the exchange of digital
assets across multiple blockchains. These platforms leverage automated market makers and
liquidity pools to provide users with a seamless trading experience, abstracting away the
complexities of order books and trading charts.

In conclusion, addressing user experience challenges in DP2PCBIE solutions requires a
concerted effort to design intuitive interfaces and streamline user interactions. By prioritising
usability and abstracting away technical complexities, DP2PCBIE solutions can attract
mainstream users and drive widespread adoption of cross-blockchain information exchange.
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Conclusion

Summary of Findings

Decentralised Peer-to-Peer Cross-Blockchain Information Exchange (DP2PCBIE) presents a
revolutionary approach to facilitating seamless communication and data transfer across
disparate blockchain networks. Throughout this research, we have explored the various facets
and methods of DP2PCBIE, delving into its importance, interoperability techniques,
architectural considerations, strengths, weaknesses, current standards initiatives, cross-chain
bridges, and information exchange solutions. In reviewing the strengths of DP2PCBIE, we
have identified its core attributes, including decentralisation, enhanced security, improved
transparency, reduced intermediaries, and enhanced data integrity. However, despite its
strengths, DP2PCBIE also faces significant weaknesses and challenges. Scalability issues,
regulatory challenges, lack of standardisation, complexity in implementation, and potential
data privacy concerns emerge as prominent obstacles hindering the widespread adoption and
effectiveness of DP2PCBIE solutions.

A comprehensive analysis of DP2PCBIE standards initiatives and practices reveals ongoing
efforts by various standards bodies, academia, industry groups, and national initiatives to
establish interoperability standards and frameworks. However, the lack of coordination and
standardisation across these efforts contributes to the fragmentation of the DP2PCBIE
landscape, presenting challenges for seamless cross-blockchain communication. Additionally,
the proliferation of cross-chain bridges and information exchange solutions introduces
complexity and interoperability challenges, further exacerbating the existing gaps in
DP2PCBIE.

Interoperability challenges represent a significant hurdle in DP2PCBIE, as disparate
blockchain networks operate on different protocols and consensus mechanisms. Achieving
seamless interoperability requires the development of standardised protocols, middleware
solutions, and cross-chain communication mechanisms to bridge the gap between diverse
blockchain ecosystems. Scalability solutions are also critical to address the growing demand
for DP2PCBIE services, as blockchain networks face limitations in transaction throughput
and processing capacity.

Furthermore, regulatory frameworks pose another significant challenge for DP2PCBIE
solutions, as regulatory compliance requirements vary across jurisdictions and often lack
clarity for decentralised and cross-border transactions. The evolving regulatory landscape
necessitates proactive engagement with policymakers and regulators to establish clear
guidelines and compliance frameworks for DP2PCBIE operations.

Privacy and data protection measures are paramount in DP2PCBIE solutions, particularly in
light of stringent data privacy regulations such as the EU GDPR and California CCPA.
Implementing privacy by design principles and ensuring robust data protection mechanisms
are essential to safeguarding user privacy and maintaining compliance with regulatory
requirements.

Finally, user experience enhancement is crucial for driving mainstream adoption of
DP2PCBIE solutions. Streamlining user interfaces, simplifying transaction processes, and
abstracting away technical complexities are key strategies to improve usability and
accessibility for non-technical users.
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In conclusion, while DP2PCBIE holds immense potential to revolutionise cross-blockchain
communication and data exchange, addressing the identified gaps and challenges is essential
to realising its full benefits. Collaborative efforts across industry stakeholders, regulatory
bodies, and standards organisations are critical to overcoming these obstacles and unlocking
the full potential of DP2PCBIE in the decentralised ecosystem.

Recommendations for Stakeholders

1. Collaborate on Interoperability Standards: Stakeholders in the DP2PCBIE ecosystem
should prioritise collaboration to establish interoperability standards and frameworks. This
includes active participation in standards initiatives led by recognized bodies such as ISO,
IEEE, and WEF, as well as fostering dialogue among industry groups, academia, and national
initiatives. By aligning efforts and promoting interoperability standards, stakeholders can
streamline cross-blockchain communication and facilitate seamless data exchange.

2. Address Regulatory Uncertainty: Given the evolving regulatory landscape surrounding
decentralised finance and cross-border transactions, stakeholders must engage proactively
with policymakers and regulators to address regulatory uncertainty. This involves advocating
for clear and comprehensive regulatory frameworks tailored to the unique characteristics of
DP2PCBIE solutions. By fostering constructive dialogue and providing insights into the
technological nuances of DP2PCBIE, stakeholders can contribute to the development of
regulatory guidelines that promote innovation while ensuring compliance with applicable
laws and regulations.

3. Prioritise User-Centric Design: Enhancing user experience and usability is crucial for
driving mainstream adoption of DP2PCBIE solutions. Stakeholders should prioritise
user-centric design principles to streamline user interfaces, simplify transaction processes,
and abstract away technical complexities. This may involve investing in user research,
conducting usability testing, and iterating on design iterations based on user feedback. By
prioritising user experience enhancement, stakeholders can make DP2PCBIE solutions more
accessible and intuitive for a wider audience, ultimately fostering greater adoption and usage.

Future Directions for Research and Development

Moving forward, the research and development efforts in the field of Decentralised
Peer-to-Peer Cross-Blockchain Information Exchange (DP2PCBIE) will focus on advancing
towards a standardised and truly decentralised architectural paradigm. This includes the
development of a simplified data ontology and common JSON request/response formats to
promote interoperability across diverse blockchain networks.

One key aspect of future research will be the delineation of a DP2PCBIE architectural
framework that encapsulates the five facets of interoperability identified in this paper. This
framework will provide a comprehensive model for structuring DP2PCBIE systems,
addressing aspects such as semantic, syntactic, organisational, procedural, and contextual
interoperability. By aligning architectural design principles with these interoperability facets,
researchers can ensure that DP2PCBIE solutions are capable of seamless cross-blockchain
communication while accommodating diverse use cases and requirements.

In addition to architectural considerations, future research efforts will focus on leveraging
existing work to define a simple yet comprehensive data ontology for DP2PCBIE. This
ontology will establish a common understanding of data structures, entities, and relationships
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within the DP2PCBIE ecosystem, facilitating standardised data exchange and interpretation
across disparate blockchain networks. By defining a shared data ontology, researchers can
promote semantic interoperability and enable meaningful data exchange between different
DP2PCBIE implementations.

Furthermore, the development of common JSON request/response formats will play a crucial
role in standardising DP2PCBIE interactions. These formats will define the structure and
content of data payloads exchanged between DP2PCBIE participants, ensuring compatibility
and interoperability across diverse systems and protocols. By establishing common JSON
formats, researchers can simplify the integration and communication between DP2PCBIE
solutions, fostering a more cohesive and interconnected ecosystem.

Overall, future research and development efforts will focus on advancing DP2PCBIE towards
a standardised, decentralised, and interoperable paradigm. By defining an architectural
framework, data ontology, and JSON formats in line with the five facets of interoperability,
researchers can lay the foundation for a more robust, scalable, and inclusive DP2PCBIE
ecosystem that unlocks the full potential of decentralised cross-blockchain information
exchange.

Overview of Next Deliverables and Their Impact

The forthcoming deliverables of this research initiative mark a pivotal step forward in
addressing the DP2PCBIE challenge. The next milestone involves presenting a
comprehensive proposal for an architectural framework tailored specifically to tackle the
complexities inherent in DP2PCBIE. This will draw upon cutting-edge advancements in
blockchain interoperability, leveraging novel protocols and mechanisms to facilitate seamless
information exchange across disparate blockchain networks. The proposed architecture aims
to deliver efficiency in bridging the interoperability gap, paving the way for more
maintainable and secure cross-blockchain communication.

Following the development and refinement of the proposed technical architecture, the
research will culminate in the delivery of a proposal for robust technical API and data
exchange specifications. These specifications may serve as a blueprint for implementing the
proposed solution in real-world applications, providing clear guidelines and standards for
DP2PCBIE integration across various blockchain ecosystems. By offering a standardised
framework for interoperability, these specifications have the potential to streamline
development efforts, reduce implementation complexities, and foster greater compatibility
and collaboration within the decentralised finance (DeFi) landscape. Ultimately, this final
deliverable represents a significant contribution to the advancement of blockchain
interoperability, laying the groundwork for a more interconnected and inclusive digital
economy.

The culmination of these three deliverables represents a significant milestone in the journey
towards standardisation for DP2PCBIE. With the proposed technical solution, technical API,
and data exchange specifications in hand, this research endeavour is primed to make a
compelling case for their integration into the standardisation efforts of ISO TC307. Either as
a Proposal (stage 10) project or through adoption by the TC307 Working Group 7 (WG7)
Committee (stage 30), these deliverables will be ready for thorough scrutiny, validation, and
refinement by a global community of experts. Through active engagement and collaboration
within the TC307, the aim is to expedite the adoption of sound standards, providing a solid
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foundation for DP2PCBIE that ensures interoperability, security, and scalability across
blockchain networks in line with EU values and the Commission's Rolling Plan for ICT
standardisation. Ultimately, these deliverables represent not just a culmination of research
efforts, but a pivotal step towards shaping the future of blockchain standardisation and
interoperability on a global scale.
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